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L2 Plus Managed Switch

FGS-2924R2: 16-Port 100/1000M SFP + 8-Port TP/(100/1000M)SFP GbE L2 Plus Managed Switch
FGS-2924R2D: 16-Port 100/1000M SFP + 8-Port TP/(100/1000M)SFP GbE L2 Plus Managed

Switch (36-72VDC)

Key Features

» 16-Port 100/1000Mbps dual speed SFP
fiber interface

» 8-Port dual media with UTP/(100/
1000Mbps SFP) for flexible connection

» Support Jumbo Frame size up to 9KB

o |EEE 802.1X Access Control improve

network security

Port Mirroring helps supervisor

monitoring network

» Support Q-in-Q(Double-tag)

» IEEE802.1Q tag-base VLAN, 4094
entries and port-base VLAN

« |[EEE 802.1D Compatible, 802.1w Rapid
Spanning Tree and 802.1s Multiple
Spanning Tree

» Unknown Unicast/Broadcast/Multicast

Storm Control

Multicast Vlan Registration for IPTV

 IP-MAC-Port binding for security

Support QoS (QCL/QCE) for traffic

control

ACL based on Ethernet Type / ARP /

IPv4 for packets permit or deny, rate

limitation and port copy

DHCP Snooping (Including DHCP

Option 82)

Support IGMPv3 snooping and IGMP

proxy

Support SSL/SSH for network security

Support TACACS+ for management

security and authentication

» Support "power saving" for Green

Ethernet requirement

Support LLDP (Link Layer Discovery

Protocol) provides a standards-based

method for enabling switches to

advertise themselves

» Support Syslog for device management

as well as generalized informational,

analysis, and debugging messages.

Provide a D-Sub connector on rear panel

to connect to RP-2000 External/

Redundant system for provide a full

power cord redundancy solution that can

protect against a single power main

Benefits

QoS with four priority queues

The QoS(Quality OfService) feature providesfour internal queuesto
support four different classifications oftraffic. High priority packet
streams experience lessdelay inside the switch, which supportslower
latency for certaindelay-sensitive traffic. The FGS-2924R2 canclassify
the packet asone of thefour priorities accordingto vip port,802.1p
priority tag, DiffServ. The QoS operate at fullwire speed. The actual
scheduling can bebased upon astrict priority, weighted roundrobin.
Port Mirroring

This mechanism helpstrack network errorsor abnormal packet
transmission without interruptingthe flow ofdata. Allowingress traffic
to be monitoredby a single port that isdefined as mirrorcapture port.
The mirror capture port canbe any 10/100port, 10/100/1000 port.
Mirroring multiple portsis possible butcan create congestionat the
mirror capture port.

Q-in-Q VLAN for performance & security

The Q-in-Q (Double-Tag) VLAN featurein the switch offers the benefits
of both securityand performance. VLANis used toisolate traffic
between different usersand thus providesbetter security. Limiting the
broadcast trafficto within the same VLAN broadcastdomain also
enhances performance anduse of double VLAN tags.

Isolated Group, provides protection for certain ports

The isolated groupfeature allows certainports to be designated as
protected. Allother ports arenon-isolated. Trafficbetween isolated
group members isblocked. Traffic can onlybe sent fromisolated group
to non-isolated group.

Mac-based 802.3ad LACP with automatic link fail-over

Dynamic fail-over means packets will notget assigned toany trunk
member port thathas failed. Ifone of the ports were tofail, traffic will
automatically get distributedto the remainingactive ports.

802.1X Access Control improves network security

802.1X features enable user authentication foreach network access
attempt. Port securityfeatures allow youto limit the number of MAC
addresses per portin order tocontrol the numberof stations foreach
port. Static MAC addresses can bedefined for eachport to ensureonly
registered machines areallowed to access. By enabling both of these
features, you canestablish an access mechanism based onuser and
machine identities, aswell as controlthe number ofaccess stations.
DHCP Snooping (Including DHCP Option 82)

This DHCP Snooping enables the Dynamic Host Configuration Protocol
(DHCP) relay agentinformation (option 82)was included inthe feature.
To include informationabout itself andthe attached clientwhen
forwarding DHCP requests from aDHCP clientto a DHCP server via
Trust Port. The DHCP server can usethis information toassign IP
addresses ~ gateway - subnet mask - DNS for eachsubscriber of a
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failure

» DC Power 48 VDC (36~72VDC) add DC
power through the removable terminal
block from external DC power source
installation (FGS-2924R2D only)

Overview

FGS-2924R2/R2D, a 24-port Gigabit L2
Plus Managed Switch, is a standard switch
that meets all IEEE 802.3/u/x/z Gigabit,
Fast Ethernet specifications. The switch
includes 16-Port 100/1000Mbps Dual
Speed SFP Fiber interface and 8-Port
Combo Gigabit TP/ (100/1000Mbps SFP)
Fiber.. The switch can be managed through
RS-232 serial port, or through Ethernet port
using CLI or Web-based management unit,
associated with SNMP agent.

With the SNMP agent, the network
administrator can logon the switch to
monitor, configure and control each port's
activity in a friendly way. The overall
network management is enhanced and the
network efficiency is also improved to
accommodate high bandwidth applications.
In addition, the switch features
comprehensive and useful functions such
as QoS (Quality of Service), Spanning Tree,
VLAN, Port Trunking, Bandwidth Control,
Port Security, MVR, SNMP/RMON, LLDP
and IGMPv3 Snooping capability, SSL/
SSH, TACACSH+ via the intelligent software.
It is suitable for both metro-LAN and office
applications.

Others the switch increase supports the
Power saving for reduce the power
consumption. It could efficient saving the
switch power with auto detect the client idle
and cable length to provide different power.
The serial products have two kinds model
with FGS-2924R2 (AC Power Input) and
FGS-2924R2D (DC Power Input)

service-provider network. The DHCP Snooping is using Trust Portand
Trust DHCP Server IP Address tofilter the illegal DHCP server traffic.

e Support Two RADIUS Authentication Server
The switch supportsthe RADIUS authenticationfor secure switchport
security. It provides more secure authentication formanagement. The
switch can assigntwo RADIUS serverfor redundant authentication
server requirement.

¢ 802.1D Compatible, 802.1w Rapid Spanning Tree and 802.1s
Multiple Spanning Tree
For mission criticalenvironments with multiple switches supporting
STP, you canconfigure the switcheswith a redundantbackup bridge
path, so transmissionand reception of packets can beguaranteed in
event of anyfail-over switch onthe network.
MSTP isaccording to IEEE802.1Q 2005 Clause 13 Multiple Spanning
Tree Protocol. MSTP allows frames assigned todifferent VLANs to
follow separate paths,each based onan independent Multiple
Spanning TreeInstance (MSTI), within Multiple Spanning Tree (MST)
Regions composed of LANs and or MST Bridges.

* 8 dual media ports for flexible fiber connection
8-Port dual mediaports are providedfor flexible fiberconnection. You
can select toinstall optional transceivermodules in these slots for
short, medium orlong distance fiberbackbone attachment. Use of the
SFP willdisable their correspondingbuilt-in 10/100/1000Base-T
connections.

e Broadcast/Multicast/Unknown-Unicast Storm Control
Tolimit too manybroadcast/multicast/unknown-unicast flooding inthe
network, broadcast/multicast stormcontrol is usedto restrict excess
traffic. Threshold values are availableto control therate limit foreach
port. Packets arediscarded if thecount exceeds the configured upper
threshold.

« MVR
Multicast VLAN Registration (MVR) can supportcarrier to serve content
provider using multicastfor Video streaming application inthe network.
Each content providerVideo streaming has a dedicated multicast
VLAN. The MVR routes packetsreceived in amulticast source VLANto
one or morereceive VLANSs. Clientsare in thereceive VLANs andthe
multicast server isin the source VLAN.

¢ IP-MAC-Port Binding
The IP network layer usesa four-byte address. The Ethernetlink layer
uses a six-byte MAC address. Bindingthese two addresstypes together
allows the transmission of data betweenthe layers. The primary
purpose of IP-MACbinding is torestrict the accessto a switchto a
number of authorizedusers. Only the authorized client canaccess the
Switch's port by checking the pairof IP-MAC Addresses and port
number with the pre-configured database. Ifan unauthorized usertries
to access anIP-MAC binding enabled port, the systemwill block the
access by droppingits packet.

* Access Control List (ACL)
The ACLsare divided into EtherTypes. IPv4, ARP protocol, MAC and
VLAN parameters etc. Here we willjust go overthe standard and
extended access listsfor TCP/IP. Asyou create ACEs for ingress
classification, you canassign a policyfor each port, the policy number
is 1-8, however, each policycan be appliedto any port. This makes it
very easy todetermine what type of ACLpolicy you willbe working with.

¢ SSL and SSH for secure Management
(Optional by Projectrequirement)
Secure Sockets Layer(SSL) supports theencryption for allHTTP
traffic,allowing secure access to thebrowser-based management GUI
in the switch.And Secure Shell (SSH) which supports the encryption for
all transmitted datafor secure, remote command-line interface (CLI)
access over IPnetworks
traffic,allowing secure access to thebrowser-based management GUI
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e Support Two TACACS+ Server for Management Authentication
The switch supportsthe TACACS+ authentication forsecure switch CLILogon. It provides more secure
authentication for management.

* Syslog:

The Syslog isa standard forlogging program messages. It allowsseparation of the software that generates

messages from the system that storesthem and the software that reportsand analyzes them. It is supportedby a

wide variety ofdevices and receiversacross multiple platforms.

« LLDP (IEEE 802.1AB Link Layer Discovery Protocol)

The switch supportsthe LLDP that automated devicediscovery

protocol for easy mapping by network management applications.
*« IGMPv3 Snooping

By default, layer2 Ethernet switchestreat IP multicast trafficin the samemanner as broadcasttraffic namely, by

forwarding frames received on one interfaceto all otherinterfaces. This may create excessivetraffic onthe network

and degrade the performance of hosts attached to the switches. The IGMPv3 snooping cansignificantly reduce
traffic from streaming media andother bandwidth-intensive IP multicast applications.
* IGMP Proxy

The IGMP proxy and IGMPv3 Snooping is the same functional target, but mechanism hassome thing different as

below:

---IGMP Proxy can send v1/v2IGMP query together.

---IGMP Proxy supports General Query Mac Response Timeout forchecking the "clientalive status" andspeed up
the convergence of multicast group member.

---IGMP Proxy provides Specific (Lastmember) Query tocheck (can be multiple times) whetherother members
interest in the same multicast group exist when the port receives IGMP leave.

---IGMP Proxy checks (canbe multiple times)the latest status of the group member by scheduled polling from
General/Specific Query. It avoidsinstant port link-downthat makes the members to beremoved from multicast
group.

The IGMP Proxy is providing better performance thanIGMPv3 Snooping forIGMP join and leave message exchange

in the switch.

* Power Saving
The power saving provide detection theclient idle and cable length toprovide the different power. It could efficient to
save the switchpower and reducethe power consumption.

* Redundant Power

Supports D-sub interfaceto connect toRP-2000 External/ RedundantPower System canprovide a fullpower cord

redundancy solution thatcan protect againsta single powermain failure.

Technical Specifications

e Standard compliance
---IEEE 802.3 10Base-TEthernet (Twisted-pairCopper)
---|[EEE 802.3u 100Base-TXEthernet (Twisted-pair Copper)
---|[EEE 802.3ab 1000Base-TXEthernet (Twisted-pairCopper)
---I[EEE 802.3z 1000Base-XEthernet
---|[EEE 802.3x Flow Control Capability
---ANSI/IEEE 802.3 Auto-negotiation
---IEEE 802.1Q VLAN
---IEEE 802.1p Classof Service
---IEEE 802.1XAccess Control
---|IEEE 802.1D Spanning Tree
---IEEE 802.1w Rapid Spanning Tree
---|[EEE 802.1s Multiple Spanning Tree
---|[EEE 802.3ad Link Aggregation Control Protocol (LACP)
---|EEE 802.1AB LinkLayer Discovery Protocol (LLDP)

* RoHS Compliance

* Power Saving for green ethernet Requirement

«LLDP (IEEE802.1AB) automated device discovery protocol for easy mapping by network management
applications

* The Syslog allows for switch events to be sent to a central Syslog server in standard message format to
store and analyzethe

¢ Performance
Switching capacity:
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---Switch Capacity: 48Gbps

---Throughput: 35.712Mpps

---8K MAC addresses

---Supports Jumboframe support, upto 9K

---Unknown Unicast/Broadcast/Multicast Storm Suppression
---Port Mirroring

Subscriber Interface

---16 ports are 100/1000M SFP Fiber

---Port 1 to8 are DualMedia TP/SFP(100M/1000M) Fiber auto sense
---Auto-Negotiation and Auto-MDIX

---Backpressure flow controlfor half duplex

---802.3x flow controlfor full duplex

---Connector: 16 100/1000M SFP and 8 dual media, RJ-45/SFP
VLAN

Supports SVL/IVL configuration to meetyour VLAN requirement
---Port-base VLAN

---IEEE802.1Q tag-base VLAN, up to 4kactive VLANs

---Support the Q-in-Q (Double-tag)

---Support MVR (MulticastVLAN Registration)

VSM (Virtual Stacking Management):

---Up to 16 switches can be managed via Single IP limited to any specificRuby Tech models.
---Virtual stacking, no extra stackinghardware is required
---Distributed stacking, nophysical central wiringcloset is needed
QoS

---Supports Port Based, 802.1p and Diffserv (IPv4 )QoS packet classification
---Supports two scheduling, WRR and Strict

---Supports 802.1p QoS with four levelpriority queue

Bandwidth Control

---Supports bandwidth rating per port ingressand egress ratelimit 500Kbps~1000Mbps with 1Kbps
Protocol

LACP

---Port trunking with 12 trunking group

---Up to 16 portsfor each group.

GVRP/GARP

---802.1Q with GVRP/GARP

Multicasting

---Supports IGMPv3 snoopingincluding active and passive mode
---Supports IGMP proxy including active and passive mode
STP/RSTP/MSTP

---802.1D/1w/1s

Broadcast Storm

---Multicast/Broadcast/Unknown-Unicast Storm suppression

Port Mirroring

---Support 1: Nmirroring

---Supports port sniffer function withIngress and Egress

Network Security

---802.1X access controlfor port basedand MAC basedauthentication
---Management Access Policy Control

---Access Control List

---IP-MAC-Port binding

---DHCP snoopingand DHCP option 82

---SSL/ SSH forManagement

---TACACS+ for ManagementAuthentication

Redundant Power

---Supports D-sub interfaceto connect toRP-2000 External/ RedundantPower System canprovide a fullpower

cord redundancy solutionthat can protectagainst a single power main failure.
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e SNMPv1,v2c,v3 Network Management

« RFC 1213 MIB (MIB-II) « RFC 1757 RMON MIB
---Interface MIB ---Statistics Group 1
---Address Translation MIB ---History Group 2
---IP MIB ---Alarm Group 3
---ICMP MIB ---Event Group 9
---TCP MIB * RFC 1493 Bridge MIB
---UDP MIB * RFC 1643 EthernetMIB
---SNMP MIB * Enterprise MIB
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« LED Description

LED | Color | Function

System LED

POWER | Green | Lit when+12V DC poweris on andgood
10/100/1000Ethernet TP Port 1 to8 LED

LINK/ACT Green Lit whenconnection with remotedevice is good

Blinks when anytraffic is present

Off when cable connection isnot good
10/100/1000Mbps Green/Amber Lit Greenwhen 1000Mbps speedis active

Lit Amberwhen 100Mbps speedis active

Off when 10Mbps speed isactive

1000SX/LX Gigabit FiberPort 1, 24LED
SFP(LINK/Speed/ACT) Green Lit whenconnection with theremote device isgood

Blinks when anytraffic is present

Off when module connection isnot good

» Network Interface

Connector Port
100/1000Mbps two speed SFP Fiber Module TP(RJ-45) / SFP 1to 8
Dual Media Auto Detection
100/1000Mbps two speed SFP Fiber Module SFP 9t024

« Hardware Spec.

Power Characteristics FGS-2924R2 Input Voltage: 100~240V
Frequency : 50~60 Hz
Max. Power Consumption: 40W
FGS-2924R2D Input Voltage: 36~72VDC (48VDC)
Max. Power Consumption : 40W

Ambient Temperature 0to40T

Humidity 5% to 90%

Dimensions 44(H) x 442(W)x 209(D) mm

Weight 2.9Kg

EMI Comply with FCCPart 15 ClassA& CE MarkApproval

Packing Information

Carton Dimensions (mm) pcs/Carton N.W (KG) G.W (KG)
530x512x345 5) 18.5Kg 19.5 Kg

Ordering Information

FGS-2924R2 16-Port 100/1000M SFP + 8-Port TP/(100/1000M)SFP GbE L2 Plus Managed Switch
FGS-2924R2D 16-Port 100/1000M SFP + 8-Port TP/(100/1000M)SFP GbE L2 Plus Managed Switch (36-72VDC
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Optional SFP Module

SFP.LC 1000Base-SX GE SFPFiber Module, LC Multi-Mode 850nm

SFP.LC.M2 1000Base-SX GE SFPFiber Module, LC Multi-Mode 1310nm 2km
SFP.LC.S10 1000Base-LX GE SFPFiber Module, LC Single-Mode 10km

SFP.LC.S30 1000Base-LX GE SFPFiber Module, LC Single-Mode 30km

SFP.LC.S50 1000Base-LX GE SFPFiber Module, LC Single-Mode 50km
SFP.BL3.S10 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 10km, 1310nm
SFP.BL5.S10 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 10km, 1550nm
SFP.BL3.S20 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 20km, 1310nm
SFP.BL5.S20 1000Base-LX GE SFPFiber Module, BidiLC Single-Mode 20km, 1550nm
SFP.FLC 100Base-FX FE SFPFiber Module, LC Multi-Mode

SFP.FLC.S20 100Base-FX FE SFPFiber Module, LC Single-Mode 20km

Note:

We recommend the SFP transceiver from the following vendors:

1.Ruby Tech Corporation
2.Agilient Technologies
3.AVAGO Technologies
4 .Finisar Corporation

Ruby Tech Corp.

3F, No.1, Lane 50, Nan Kang Road, Sec.3, Taipei, Taiwan http://www.rubytech.com.tw

TEL:886-2-2785-3961

FAX:886-2-2786-3012 E-mail : rubytech@mail.rubytech.com.tw

Technicalinformation listed issubject to changewithout prior notice. All brand namesand trademarks are property of theirrespective owners.

Copyright @ RubyTech Corp. All rightsreserved. 2010.11.29 - Version A
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